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CAMIOS5 DR software can be installed with CAMIO 5 software on CAMIO Core Server (Win2012
and Win2016) platforms. The secondary backup system must be of the same type.

Theory of Operation

DR system consists of a Primary CAMIO, which is normally the active system, and a Secondary
CAMIO, which is normally the passive system.

ViceVersa replication software is used to replicate CAMIO data from Primary to Secondary
systems

There is no automated replication of data from Secondary to Primary. The manual failback
process triggers replication of Secondary to Primary.
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Requirements

Two CAMIO Core Servers or VMs running CAMIO 5.0.1 or higher.

e CAMIO4 DR Software DR _5.0.1.17.msi which is available on the DA server.
e CAMIO License on both servers must have DR enabled..
e ViceVersa Licenses

o VVPro licenses will be provided for primary and secondary systems

o VVEngine license will be provided for the primary system.

e |[f upgrading from older CAMIO DR software make sure to uninstall CAMIO DR from
Add/Remove programs..

e If upgrading from older CAMIO DR software check to make sure that SQL Server
(MSSQLSERVER) is set to Automatic mode in the Service Control Manager.
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e Make sure that system “User Account Control: Run All administrators in Admin Approval
Mode” setting is disabled.
o Server Manager > Tools > Local Security Policies > Local Policies > Security
Options
o Requires a system reboot after change.

B Local Security Policy = -

File Action View Help

T Security Settings Policy - Security Setting ~
I (4 Account Policies Metwork security: Restrict NTLM: NTLM authentication in this domain Mot Defined
4[4 Local Policies | Metwaork security: Restrict NTLM: Outgoing NTLM traffic to remote servers Mot Defined

b [ Audit Policy
I [ User Rights Assignment
1 Security Options
I Windows Firewall with Advanced Sec
| Network List Manager Policies
I [ Public Key Palicies
I || Software Restriction Policies

| [ Application Control Policies
b ‘g IP Security Palicies on Local Compute | Systern objects: Strengthen default permissions of internal systern object.. Enabled

| Recavery console: Allow automatic administrative logon Disabled

| Recovery console: Allow floppy copy and access to all drives and all fold... Disabled

| Shutdown: Allow system to be shut down without having to log on Disabled

| Shutdown: Clear virtual memory pagefile Disabled

| Systern cryptography: Force streng key protection for user keys stored 0. Mot Defined

| Systemn cryptography: Use FIPS compliant algerithms for encryption, has... Disabled
System objects: Require case insensitivity for non-Windows subsystems  Enabled

| Systern settings: Optional subsystems

System settings: Use Certificate Rules on Windows Executables for Softw... Disabled
| User Account Control: Admin Approval Mede for the Built-in Administra... Disabled
| User Account Control: Allow UlAccess applications to prompt for elevati... Disabled

| [ Advanced Audit Policy Configuration

User Account Control: Behavior of the elevation prompt for administrate... Elevate without prompti...
| User Account Control: Behavior of the elevation prompt for standard users Prompt for credentials
| User Account Control: Detect application installations and prompt forel...  Enabled

| User Account Control: Only elevate executables that are signed and valid... Disabled

User Account Control Only eley:
| User Account Control: Run all administrators in Admin Approval Mode Disabled

| User Account Control: Switch to the secure desktop when prompting fer.. Disabled

| User Account Control: Virtualize file and registry write failures to per-use... Enabled

6 | CAMIO DR User Guide V5.5.5

Chyron.



Installing DR Software

DR Software is installed on both Primary and Secondary systems.

during installation.

(i DR Setup

Welcome to the DR Setup
Wizard

‘The Setup Wizard will install DR on your computer, Click
TNext” to confinue or "Cancel™ fo exit the Setup Wizard,

3| B 3 DR Setup

End-User License Agreement
Please read the fobowing license agreement carefully g,

CHYRONHEGO SOFTWARE LICENSE AGREEMENT

THIS SOFTWARE LICENSE AGREEMENT (the
"Agreement") is being entered into as of the date of purchase. The

The system type is selected

L =101 x|
Toinstall n this folder, clck Next". To install to a different folder, enter it below or dick
Browse”.

[ DR Setup
Select Installation Folder
This's the folder where DR wil be instaled.

Folder:
IC:\Urugram Files (x86)\ChyronHego\DR |

—_—

arties to this Agreement are ChyronHego Corporation, a New =
% T accept the terms in the License Agreement
€ Tdo not accept the terms in the License Agreement
hivanced Instater Advanced Instaler
st [ Mtz | cael | <Bak ext = canel | <Back Nek s cancel |
The Primary system should be designated to be run in Active mode.
The Secondary system should be designated to run in Passive mode.
15 DR Setup | x|
Configure DR System Configure DR System
This will configure haw the service will come up, This will configure how the service will come up. &
Select System Role: Select System Role:
¥ Primary System " Primary System
€ Secondary System ' Secondary System
Select System Mode: Select System Mode:
& Active Mode " Active Mode
" Passive Mode (% Passive Mode
Advanced Installer Advanced Installer
<Back Next > concel | <Back Next > concel |

Enter the Virtual IP address to be used. This is the same on both systems.

Enter the hostname and IP address of the remote system. For the primary system that would be the

secondary system hostname/IP address, and vice versa.
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Enter the Virtual IP Address

Enter Remote System Information

This Virtual TP Address wil be used by the DR system when it s actve.

This is the mformation the current system will use for remote communication.

Remote System Name:
Virtial TP Address: [camio-or1
10.10.2.99
Remote System IP Address:
10.10.3.98
Advanced Installer - - Agvanced Instaler
< Back Next > Cancel I < Back Next > Cancel I

Installing ViceVersa Pro

VVPro must be installed on the primary and secondary systems.
Accept license agreement and click through installation procedure using default settings.
If there was a previous install of VVPro, it will be stopped, reconfigured and restarted automatically.

=loix —oi=l
License Agreement Select Destination Location
o Welcome to the ViceVersa Pro 2.5 Peass read the folowing importantinformation before contung. ~7 e e R vt B -l
¢ Setup Wizard
This wil install ViceVersa Pro 2.5 64 bit (Buid 251 Please read the following ticense Agreement. You must accept the terms of this
m:wm? R R T oy agreement tinur P o ™ Setup willinstal ViceWersa Pro 2.5 into the following foider.
Itis recommended that vou dose all other applications before License Agreement 3 To continue, dlick Next. If you would ike to select a different folder, dick Browse.
continuing. x : i "
Clck Next to continue, or Cance! to ext Setp. You should carefully read the following terms and Browse
conditions before using this software. Unless yeu
have a different license agresment signed by
TGRMN Software your use of this software
indicates your acceptance of this license
sgreemsnt and warranty. Installing and using
ViceVersa Pro signifies acceptance of the terms :!
VICEVERSA PRO 1 accept the agreement
[ TGRMN SOFTWARE " Idonataccept the agreement Atleast 13,3 MB of free disk space is required,
Cancel <Back Next > Cancel <Basck Next > Cancel
i =10l {0l x]
Select Start Menu Folder Select Additional Tasks e
' ly to Install
Wihere shoukd Setup place the program's shartauts? ‘/\ oy Vihich additional tasks should be performed? V«/ Setup is now ready to begin instaling ViceVersa Pro 2.5 on your computer. ,‘//
- * ih e fokder Select the additional tasks you woukd ke Setup to perform whie instaling ViceVersa Click Install o cantinue with the: nstalaton, or click Badk If you want to review or
£ % Pro 2.5, then dick Next. change any settings.
To continue, click Next. If you would fike to select a different folder, dick Browse.. Additional Icons Destination location: £
C:\Program Files\WiceVersa Pro.
P ¥ Create Desktop Icon
= Start Meny foider:
™ create Quick Launch fcon VicaVersa Fra
Additional tasks:
leons
Create Desktop fcon
K} _IJ
<gack [ Mewt> Cancel <ak [ News> | cocel ol |
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&) Setup - ViceVersa Pro 2.5 R =S| ) . 1nfe on ViceVersa Pro I —--ix

Completing the ViceVersa Pro 2.5

P ViceVersaPRO

Setup has fivished instaling ViceVersa Pro 2.5 on your

o = skl inedb skt e TGRMN SOFTWARE

installed icons,

«

Click Finish to exit Sewp.

¥ Run ViceVersa PRO

ViceVersa PRO 2.5 Build 2511 64-bit [Server] [Ext VS5] End-ser License Agreement
Copyright 2001-2012 TGRMN Software Visit ViceWersa Website
_ VICEVERSA PRO This is day 1 of your 30-day evaluation period. ] |
TGRMN SOFTWARE % . =T
E Ok, Evaluate Exit | | Buy Nowr... i Enter Registration Info..,

Enter registration key when prompted.
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Installing VVEngine

VVEngine must be installed on the Primary System only.
Accept license agreement and click through installation procedure using default settings.
If there was a previous install of VVPro, it will be stopped, reconfigured and restarted automatically.

el sep-wengne R Y

L [ 5<tup - vvengine =101 =0l
Welcome to the VVEngine Setu License Agreement o Select Destination Location

' Wizard 9 P Please read the folowing impor tant information before continuing. -’ Where should WEngine be installed? ‘/\/
This will instal VWEngine 2. 1 Server Premium (Build 2102) on .
‘your computer. hmrmthﬁ:uAgmLme!mhm-fh * ; iy ~ e

l‘n:,;:f";“m*d i i clons B o ther aeckations Getrs VVEngine License Agreement f]

To continue, dick Next. If you would like to select a different foder, dick Browse.

Click Next to continue, or Cancel to exit Setup. [Evaluation and Registration

This is not free software. You are hereby

licensed to use this software for evaluation
purposes without charge for a period of 30 days.

If you use this software after the 30-day
evaluation pericd, a registration fee is

required. Wnen pavment is received vou will be |

1 accept the agreement
" 1do not accept the agreement Atleast 10.0 MB of free disk space is required.

Cancel <Back Next > cancel | <Back Next > cancel |

=101 x] etuy e Sl 4|l | &' Setup - VEngine i =i=x]
Select Start Menu Folder
Ready to Install < Z
Where shouid Setup place the progran’s shortauts? \// i e tion i e ling ¥V yocr- o -/ Completing the VVEngine Setup
N ~ Wizard
a 2 Cick Instal to or clik vou Setup has finished instaling YVEngine on your computer. The
b change any settings. ‘apphcaton may be aunched by selecting the installed icons.
Ta contirue, dick Next. foider, Destinaton location: = Chick Finish to exit Setup,
- C:\Progeam Fies (x86)\WVEngine
Start Menu folder:
WEngine for vicaVersa PRO

<Back Next > cancel |

<Badk Instal cancel | s ]

Enter registration key when prompted.
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DR Service

8

The DR Service is an application that runs from the Startup menu, so will start
automatically every time the system is rebooted. It needs to be run manually the first
LERE Y time after installation. Click on the ‘DR Service’ shortcut on the desktop.

To stop the DR Service for any reason, right click on the DR icon in the service tray and click on ‘Exit’.
There is usually no reason to stop the DR Service.

Exit

SRGREN N J

DR Client

ﬁ The DR Client is the user interface for DR. It can be run by clicking the ‘DR Client’
- ) shortcut on the desktop. .

DR Client

CAMIO4DR Primary System Client display during normal operation. It shows that
- the Primary system is active
- Virtual IP is enabled on the Primary System
- Secondary system is in Passive mode and communicating with the Primary.
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Data Recovery 2007 (Primary) - (o Data Recovery 20,07 (Primary) [ [= el

Data Recovery Status |Ma:h|na Statusl QD service Statusa‘

Data Recovery Status | Machine Status | @ service Statuses ‘

Data Recovery 2.0.0.7 (Primary)

Active System . Primary Data Recovery mode Active
Data Recovery service Started
Virtual IP address Enabled
Database backup time 2016-03-04T04:53:43
Remote machine mode Passive
Remote machine name tst-camio-mx2

Remote machine IP address 10.10.3.180

Data Recovery Status | Machine Status| @ Service Statuses

_|:|-

o

g

MSHQ

ChyronHego_Licensing_Service
ChyronHego_Axis_Interface_Service
ChyronHego_Asset_Management_Service
ChyronHego_Replication_Service
ChyronHego_Legacy_Asset_Replication_Service
ChyronHego_Legacy_SOAP_Proxy_Service
ChyronHego_File_Distribution_Service
ChyronHego_lob_Scheduling_Service

ChyronHege_File_Ingest_Management_Service

000G OCOCOCOOCOCEC

ChyronHego_MOS_Service

CAMIO4DR Secondary System Client display during normal operation. It shows that

- The Primary system is active
Status of the last failover or failback process
Virtual IP is not enabled on the Secondary System

Data Recovery 2.0.0.7 (Secondary) == - Data Recovery 2.0.0.7 (Secondary) - [ o =l

Primary system is in Active mode and communicating with the Secondary.

Data Recovery 2.0.0.7 (Secondary)

Data Recovery Status | Machine Statusl o Service Statuses ‘ Data Recovery Status | Machine Status o Service Statuses‘ ‘ Data Recevery Status | Machine Status o Service Statuses
Active System: Prima ry Data Recovery mode Passive =- @ camo
@ wMsMQ
[ Failover Primary to Secondary with Final Backup | Data Recovery service Started © Chyroniega. Licensing Service
[ Failover Primary to Secondary without Final Backup | Virtual 1P address Disabled @ ChyronHego_Axis_Interface_Service
T s T - @ ChyronHege_Asset_Management_Service
W) Database backup time 2016-02-10T03:34:22 @ chyronHego_replication_Service
Fail back Activity Statuses - -
Remote machine mode Active @ ChyronHege_Legacy_Asset_Replication_Service

@ Initial Copy from Secondary to Primary
uccess!

@ Cleanup Copy from Secondary to Primary Remote machine name tst-camio-mx1
Success!

@ Stopping CAMIO Services on Secondary
uccess!

@ Backing up Database on Secondary
Success!

@ Final Copy from Secondary to Primary
Success!

@ Activating Primary

Success!

Remote machine IP address 10.10.2.37

On Demand Copy

Copy Secondary to Primary

BE |

- @ ChyronHego_Legacy_SOAP_Proxy_Service
@ ChyronHego_File_Distribution_Service
@ ChyronHege_leb_Scheduling_Service

@ ChyronHege_File_Ingest_Management_Service

@ chyronHege_MOS_Service

User interface on primary system showing one of the services disabled.

These errors are not visible from the secondary system.
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Data Recovery 2.0.0.7 (Primary) == -
Data Recovery Status | Machine Status| @ Service Statuses

=-- @ CAMIO
Q@ MsmaQ
- @ ChyronHego_Licensing_Service

@ ChyronHego_Axis_Interface_Service
@ ChyronHego_Asset_Management_Service
~ @ ChyronHego_Replication_Service
@ ChyronHeqo_Legacy_Asset_Replication_Service
@ ChyronHego_Legacy_SOAP_Proxy_Service
- @ ChyronHego_File_Distribution_Service
w (@ ChyronHego_Job_Scheduling_Service

@ ChyronHego_File_Ingest_Management_Service

@ ChyronHego_MOS_Service

Performing Failover

Failover from Primary to Secondary is initiated from the Secondary system.

Data Recovery 20.0.7 (Secondary) [=[=[5

Data Recovery Status | Machine Slatusl @ service S(a(usw‘

Active System: Primary If the primary system is offline or otherwise not functional, you
Failover Primary to Secendary with Final Backup . . . . »
( e )| should press “Failover Primary to Secondary without Final Backup”.
e bk rom Sy e ey This will do the failover with the last backup saved.

@ Copying from Primary to Secondary
In Progress.

gress...
© Deactivating Primary

If the primary system is still mostly functional, you should press
“Failover Primary to Secondary with Final Backup”. You will see
ViceVersa on the Primary system making a final backup prior to
failover. The Final Backup ensures you have the most up-to-date
data.

@ Activating Secondary

On Demand Copy

Copy Secondary to Primary

Once the failover is complete, the secondary system will show as being active. The primary system
will be passive.
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Data Recovery 2.0.0.7 (Secondary) \;‘i- Data Recovery 2.0.0.7 (Secondary) \;‘i- Data Recovery 2.0.0.7 (Secondary) \;‘i-

Data Recovery Status ‘Machme Status | @ service Statusas‘

‘ Data Recovery Status| Machine Status | Q) Service Statuses ‘ Data Recovery Status | Machine Status| @ Service Statuses

Active System: Secondary

Failover Primary to Secondary with Final Backup

Failover Primary to Secondary without Final Backup

Data Recovery mode Active = @ CAMIO
@ wmsmq
Data Recovery service Started @ Chyronkego.Licensing_Service

Virtual IP address Enabled Q@ ChyronHego_Axis_Interface_Service

Fail back from Secondary to Primary

@ ChyronHego_Asset_Management_Service

Failover with Backup Activity Statuses

(D Copying from Primary to Secondary
Success!

() Deactivating Primary
Success!

9 Activating Secondary
Success!

‘ Database backup time 2016-02-10T03:34:22 @ ChyronHego_Replication_Service
Remote machine mode Passive @ ChyronHego_Legacy_Asset_Replication_Service
@ ChyronHego_Legacy_SOAP._Proxy_Service
Remote machine name tst-camio-mx1

@ ChyronHego_file_Distribution_Service

Remote machine IP address 10.10.2.37 @ Chyrenega tob Scheduling Service
@ ChyronHego_File_Ingest_Management_Service

@ ChyronHego_MOS_Service

On Demand Copy

Copy Secondary to Primary

Performing Failback

Failback is the process of returning from the Secondary to the Primary systems. Failback is initiated
from the Secondary system. The first step of failback is to resync the Primary’s data.

Data Recovery 2.00.7 (Secondary)

Data Recovery Status ‘Machme Status| Q@ senvice Sta(uses‘

==mm |IMPORTANT NOTE:

e The Primary system must be brought in sync with all the

Active System: Secondary

Failover Primary to Secondary with Final Backup

Failover Primary to Secondary without Final Backup

[ Fail back f

econdary to Primary

Failover with Backup Activity
2 copying from Primary to Secondary
. Success!
9 Deactivating Primary
- Success!
@ Activating Secondary
Success!

On Demand Copy

—\

Copy Secondary to Primary D
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data on the Secondary system prior to being made active.
e There are no automated backups made from Secondary to
Primary while in failover mode.
e lItis also possible that the failed Primary system was
replaced with a new system that is totally empty.

If you expect the data replication to take a very long time, it might
be a good idea to do an ‘On Demand Copy’. This will resync the
primary to the secondary but not do a failback. For instance, an On
Demand Copy could be run unsupervised overnight. The failback
can then be done at a later time when the proper personnel are
available.
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Clicking on ‘Failback from Secondary to Primary’ will start the
Baia recoven 2007 seconsar) =15l failback process. This is a 4 step process.

Data Recovery Status ‘Machme status| @ Service Sta(uses‘

Active System: Secondary -~ ]
Failover Primary to Secondary with Final Backup Initial Copy: takes a snapshot and replicates all data from

Secondary to Primary. Secondary system is active during this
time.

Failover Primary to Secondary without Final Backup

[ Fail back from Secondary to Primary D

Q Copying ‘from Primary to Secondary

& De;ucctciE\;;ting Primary

Q Actswuvcgetsi;g Secondary . s ags .
Cleanup Copy: Since the initial copy can take a long time, a second

snapshot and replication process is performed to transfer any

changes that occurred during the Initial Copy. Secondary system is

still active during this time.

On Demand Copy

[ T DT || Einal Copy: At this point CAMIO Services are shut down on the
Secondary System, a backup is made of the database and there is
a final copy of changes made to the Primary system.

Eailback: After the Final Copy, the Virtual IP is transferred from the
Secondary to Primary system, and the CAMIO Services are started
up on the Primary.

The DR Client Ul will track the process of Failback. ViceVersa dialogs will show the data being
backed up and transferred.
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E ViceVersa Pra

Creating Volume Shadow Copy for source volume(s)... =

[isting writer metadata ...
Kelecting VSS components ...
* Writer Task Scheduler Writer' is exduded.
* Writer 'VS5 Metadata Store Writer' is exduded,
* Writer ‘Performance Counters Writer' is excluded.
* Writer 'System Writer' is excluded.
* Writer 'ASR Writer' is exduded.
* Writer 'SglServerwriter' is excluded.
* Writer 'Shadow Copy Optimization Writer' is excuded.
* Writer 'Registry Writer' is excluded.
= Writer 'MSMQ Writer (MSMQ)' is exduded.
* Writer 'COM+ REGDE Writer' is exduded.
* Writer '[IS Config Writer' is exduded.
* Writer 'BITS Writer' is excluded.
* Writer "WMI Writer' is exduded.
* Writer 'TIS Metabase Writer' is exduded.
Creating shadow set {783955af-dbd3-4256-9d57-3112e 5422025} ..\
[Adding volume \\?\Volume{93982d4c-9da 1-46a3-bat0-398 71828390} [I:1] to the shadow set...
Creating the Volume Shadow Copy...
< >

2

nap3  QuickTime

Play

Data Recovery 2.0.0.7 (Secondary)

Data Recovery Status ‘ Machine Status | @ Service Statuses |

Active System: Secondary

Failover Primary to Secondary with Final Backup
Failover Primary to Secondary without Final Backup
Fail back from Secondary to Primary
Fail back Activity Statuses
@ Initial Copy from Secondary to Primary
In Progress...
@ Cleanup Copy from Secondary to Primary
@ Stopping CAMIQ Services on Secondary
@ Backing up Database on Secondary
@ Final Copy from Secondary to Primary

@ Activating Primary

On Demand Copy

Copy Secondary to Primary

When complete the Secondary Ul will show the following...

Data Recovery 2.0.0.7 (Secondary)

Data Recovery Status

Machine Statusl @ service Statusa‘

Active System: Primary

[ Failover Primary to Secondary with Final Backup |

[ Failover Primary to Secondary without Final Backup |

Fail back from Secondary to Primary
Fail back Activity Statuses

@ Initial Copy from Secondary to Primary

Success!

Cleanup-Copy from Secondary to Primary
- Success!
@ Stopping CAMIO Services on Secondary
Success!
@ Backing up Database on Secondary
ccess!
Final Copy from Secondary to Primary
Success!

Act\vatiﬁg Primary

Success!

On Demand Copy

Copy Secondary to Primary.
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ABOUT US

Chyron is ushering in the next generation of storytelling in the digital age. Founded in 1966, the
company pioneered broadcast titling and graphics systems. With a strong foundation built on
over 50 years of innovation and efficiency, the name Chyron is synonymous with broadcast
graphics. Chyron continues that legacy as a global leader focused on customer-centric
broadcast solutions. Today, the company offers production professionals the industry’s most
comprehensive software portfolio for designing, sharing, and playing live graphics to air with
ease. Chyron products are increasingly deployed to empower OTA & OTT workflows and deliver
richer, more immersive experiences for audiences and sports fans in the arena, at home, or on
the go.

CONTACT SALES

EMEA - North America * Latin America * Asia/Pacific
+1.631.845.2000 - sales@chyron.com
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