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This document is supplied as a guide for Chyron CAMIO Monitoring. Reasonable care has been
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technical inaccuracies, or typographical errors. Chyron and associated companies do not accept
responsibility of any kind for customers’ losses due to the use of this document. Product
specifications are subject to change without notice.
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How It Works

CAMIO monitoring is a solution designed to answer the question - Are all of my CAMIOs running
correctly? It provides this answer by monitoring each CAMIO server, CAMIO renderer and playout
machine with any CAMIO services installed including FileSync and 1SQ.

Depending on the specific customer’s installation, the CAMIO ecosystem may be multi-tiered with
Hub and spoke CAMIO servers and CAMIO Renderers and playout devices linked to each CAMIO at
each location. This creates an extensive set of devices and services running on those devices which
need to be monitored so that if a service stops running or machine resources are overloaded then
proactive remedial action can be taken.

The diagram below shows a simplified illustration of such a CAMIO ecosystem. Each CAMIO
server/renderer has multiple CAMIO apps and services running. The playout devices also have
CAMIO apps running. If any of these stop running then the workflow is potentially interrupted.
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CAMIO Monitoring uses a Prometheus data exporter on each CAMIO device which collects data on
the CAMIO services and the CPU, RAM and disk usage on each machine. This is sent to the Grafana
server which can be installed on any suitable Windows machine but will most likely be installed on

the CAMIO server at the hub location. From there, dashboards, alerts and notifications can be

configured to report on the status of CAMIO across the ecosystem.
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CAMIO Monitoring Client installation

1. Download CAMIOMonitoringClient_1.0.0.exe installer from the CAMIO Download Area

2. Run installer:
a. Accept Licence Agreement:

o up - CAMI onitonng Client 1.0.0-re.1 —
Setup - CAMIO M gC 0.0 x
Chyron Software License Agreement
Please read this bcense agreement.

Click Accept to accept the license agreement and install the software.,

CHYRONHEGO SOFTWARE LICENSE AGREEMENT

THIS SOFTWARE LICENSE AGREEMENT (the
“Agreement”) is being entered into by ChyronHego Corporation,
a New York Corporation (“ChyronHego™), and the user of the
Software on behalf of herself himself and the business entity of
which such user is an employee, agent representative, or
contractor, or with which such user 15 in another contractual

palatinashin findadsdoalh; sad sallsstmpb: ths "1 icsnsss™ BY

(] | o
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b. Choose installation location:

(© Setup - CAMIO Monitoring Client 1.0,0-rc.1

Select Destination Location
Where should CAMIO Monitoring Chent be installed?

C

| ] Setup will install CAMIO Monitoring Clent into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

| : Program Files \Chyron \CAMIO Monitoring

At least 135. 1 MB of free disk space is reguired.

Back

c. Choose whether to use proxy:

i.  Without proxy - leave Use Proxy box empty and click on Next:

(o] e

(© Setup - CAMIO Monitoring Client 1.0.0-re.1

Proxy Settings

[Juse Proxy
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ii.  With proxy - check the Use Proxy checkbox and fill in the monitoring
server ip address. The monitoring server needs to be reachable from the
client on port 50051:

(© Setup - CAMIO Monitoring Client 1.0.0-rc.1 - X
Proxy Settings
Enter proxy server address if proxy is enabled.
[+] Use Proxy
Server Address

|54.246.225.121

You need to add 10.0.0. 137 as the address of this dient to Prometheus server
configuration fie™

= .

NOTE: Make sure to note the client ip address under the server address
box. In case the client server has multiple network interfaces, this is the
address that will be used as an identifier. It will need to be added to the
list of client addresses on the monitoring server.
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d. Wait for installation to finish:

'!:D Setup - CAMIO Monitoring Client 1.0.0-rc.1 - X
Instalhng
Please wait while Setup nstalls CAMIO Monitoring Chent on your computer.
Extracting files...
C:\... \Chyron\CAMIO Monitoring Cient\PrometheusAgent \prometheus-agent. jar
Cancel

{D Setup - CAMIO Monitoring Client 1.0.0-rc.1

Completing the CAMIO Monitoring
Client Setup Wizard

Setup has finished instaling CAMIO Monitoring Cent on your
computer

Click Finish to exit Setup.
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The installer will add two applications to the server - CAMIO Monitoring client and
windows_exporter. The Monitoring Client application is only a wrapper for windows_exporter, it
will not work without it. The windows_exporter will create a service, which needs to be running
for metrics to be collected. To check the installation, you can open http://localhost:9182/metrics
in a browser and you should see the metrics.
If you choose to use proxy, there will also be a second service called Prometheus Agent.

4 Services
File Action

2, Services (Local)

View Help
= |mE.

[ sewetow

S Hrml »®enw

windows_exporter

Stop the service
Festart the service

Description:
Exports Prometheus metrics about
the system

~

Name

18 Windows Font Cache Senvice
G Windows Image Acquisitio...
{6}, Windows Insider Service

1S Windows Installer

16, Windows License Manager ...
;’j‘)twindom Management Inst...

Description

Optimizes performance of appli

&), Windows M t Ser...
16 Windows Media Player Net...
G Windows Mixed Reality Op...
18, Windows Mobile Hotspot S...
18 Windows Modules Installer

18 Windows Perception Service
\C‘)‘Windnws Perception Simul...
f}‘windm Push Notification...
G Windows Push Notification...

&), Windows PushTolnstall Serv...

This service hosts Wind

Wind.

Remote M

-f)"“' | Remote M.

16, Windows Search

{J‘ Windows Security Service
Q Windows Time

18 Windows Update

&, windows_exporter

fein roxy Auto-...
{6}, Wired AutoConfig

16, WLAN AutoConfig

{‘J‘ WMI Performance Adapter
&) Work Folders

‘&, Workstation

15 WWAN AutoConfig

8 Xbox Accessorv Manageme...

\ Extended / Standard /
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Status Startup Type
by cachi.. R g  Automati
Provides image acquisition services for scanners ... Manual (Trig...
Provides infrastructure support for the Windows ... Manual (Trig...
Adds, modifies, and removes applications provi...  Running  Manual
Provides infrastructure support for the Microsoft.. Running  Manual (Trig...
Provides a common interface and cbject medel ..  Running  Automatic
g it including Provisioning a... Manual
Shares Windows Media Player libraries to other n... Manual
Enables Mixed Reality OpenXR runtime function... Manual
Provides the ability to share a cellular data conn... Manual (Trig...
Enables installation, modification, and removal ... Manual
Enables spatial perception, spatial input, and hol... Manual (Trig...
Enables spatial perception simulation, virtual ca... Manual
This service runs in session 0 and hosts the notifi.. Running  Automatic
notification pl. R g A i
Provides infrastructure support for the Microsoft... Manual (Trig...
t (WinRM) service... Manual
Provides content indexing, property caching, an.. Running  Automatic (...
Windows Security Service handles unified device.. Running Manual
Maintains date and time synchronization on all c... Manual (Trig...
Enables the detection, download, and installatio... Manual (Trig...
Exports Prometheus metrics about the system Running  Automatic
WinHTTP implements the client HTTP stack and ... W Manual
The Wired AuteConfig (DOT35VC) service is resp... Manual
The WLANSVC service provides the logic require..  Running  Automatic
& library inf ion from .. R g Manual
This senvice syncs files with the Work Folders ser... Manual
Creates and maintains client network connectio..  Running  Automatic
This service manages mobile broadband (GSM ... Disabled
This service manaaes connected Xbox Accessori... Manual (Tria...

= (m] X

Log On As
Local Service
Local Service
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Network S...
Local Syste...
Local Service
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Network S...
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...

Local Syste...
Local Service

Network 5...
Local Syste...
Local Svste...
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Services - m] X
File Action View Help
s = | 7 3 H mun
Services (Local) | Services (Local)
Prometheus Agent Name Description Status Startup Type Log On As .
PimindexMaintenanceSve_Bf 144 Indexes con... Running Manual Local Syste...
L tt;:i:{'ﬁie & Plug and Play Enables ac.. Running Manual Local Syste...
ectart the service PNRP Machine Name Publication Service This service ... Manual Local Service
2 Portable Device Enumerator Service Enforces gr.. Manual (Trig... Local Syste...
Power Manages p... Running  Automatic Local Syste...
Desaiption: . Print Spooler This service ... Running  Automatic Local Syste...
Premetheus agent service for Chyron 3
CAMIO Printer Extensions and Notifications This service Manual Local Syste.
PrintWorkflowUserSvec_8f144 Provides su. Manual (Trig... Local Syste.
Problem Reports Control Panel Support This service ... Manual Local Syste...
&l Program Compatibility Assistant Service This service... Running Manual Local Syste...
& Prometheus Agent Prometheus... Running Automatic Local Syste...
y o we Audio Video Experience Quality Win... Manual Local Service
Radioc Management Service Radio Mana... Running Manual Local Service
&y Recommended Troubleshooting Service Enables aut... Manual Local Syste...
Remote Access Auto Connection Manager Creates a co... Manual Local Syste...
% Remote Access Connection Manager Manages di... Running Automatic Local Syste..
& Remote Desktop Configuration Remote Des.. Manual Local Syste..
L) Remote Desktop Services Allows user... Manual Network 5...
£ Remote Desktop Services UserMode Port Redirector Allows the r... Manual Local Syste..
Remote Procedure Call (RPC) The RPCSSs... Running  Automatic Network S...
Remote Procedure Call (RPC) Locator In Windows... Manual MNetwork 5.
Remote Registry Enables rem... Disabled Local Service

Extended / Standard ;

@ localnosta

info Build information about the main Go module
info gauge

build_
go_build_info{check

~github. com/prometheu:
ummary of the wall-

ommunity /wind

# TYPE go.
go_gc_d
go_gc_duration

onds_ summary
quantile-"o"

target percentage configured by the

# RELP go_gc_gomenlimit byt
% tes gauge

372036854776e+18

of goroutines that currently exist

ated in heap and currently in use.

¥ 5
total Total number of heap objects frees. Equ

total counter

Mumber of byte

d for garbage collectio

Number of heap byt

Nusber of heap bytes that are in use

auge
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stherwise 100. This value

t configured by the user, otherwise math.MaxInt64. Thi:

to /gc/heap/frees:objects + /ge/heap/tiny/allo

n metadata

allocated and currently in use, same a:

Equals to /memory/cla

(devel)"} 1

xporte: o
pause (stop-the-world) duration in garbage col

by the GOGC environment variable, and the runtime/debug,

et by the GOMEMLIMIT env

Equals to /memory/classes/heap/objects :bytes.

sed already. Equals to /gc/heap/allocs:bytes

h table. Equals to /memory/classes/profiling/buckets:bytes.
objects
Equals to /memory. /metadata/other byt

1loc_bytes. Equals to /memory, /heap/obje
s/heap/free:bytes.

/heap/objec

rment variable, and the runtime/debug,

t function. Sourced fro

ethemoryLimit function

Jge/goge:

Sourced from /gc/gomemlinit:bytes
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CAMIO Monitoring Server installation

1. Download CAMIOMonitoringServer_1.0.0.exe installer from the CAMIO Download Area
2. Run installer:
a. Accept Licence Agreement:

(0 Setup - CAMIO Monitoring Server 1.0.0-rc. — X
Chyron Software License Agreement
Flease read this license agreement,
Click Accept to accept the license agreement and install the software.

CHYRONHEGO SOFTWARE LICENSE AGREEMENT |

THIS SOFTWARE LICENSE AGREEMENT (the
“Agreement”) is being entered into by ChyronHego Corporation,
a MNew York Corporation ( ChyronHego™), and the user of the
Software on behalf of herselffhimself and the business entity of
which such user is an emplovee, agent representative, or

contractor, or with which such user is in another contractual
f’ﬂ1"=+‘1‘ﬂﬂr1’11‘“ (‘llﬂl'q';"ﬂll'%'|"=11‘r ":ﬂA i"ﬂ11=i"+‘1l1 .':|.11r +1"|=. .-.-T 1‘ ﬂﬂﬂﬂﬂ ”\L nv
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b. Choose installation location:

CD Setup - CAMIO Monitoring Server 1.0.0-rc.1 — x

Select Destination Location
Where should CAMIO Monitaring Server be installed?

[ Lj Setup will install CAMIO Monitoring Server into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

C:'\Program Files'ChyronCAMIO Monitoring Server Browse. ..

At least 135.1 MBE of free disk space is required.
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c. Enter SMTP server configuration:

CD Setup - CAMIC Menitering Server 1.0.0-re1 — x

Email Configuration
Set up the SMTP settings that the service should use for sending notifications.

To enable notifications enter the settings and dick ™ext™, To disable notifications keep
the settings blank.

Host:

User:

Password;

From Address:

C'D Setup - CAMIO Menitoring Server 1.0.0-rc.1 — x

Email Configuration
Set up the SMTP settings that the service should use for sending notifications.

To enable notifications enter the settings and dick ™ext”™, To disable notifications keep
the settings blank.

Host:

email-smtp, eu-west-1,.amazonaws. com; 537

User:
AKTARMNHGIEMLCUXHOTOD

Password:

From Address:
no-reply-grafana@int.chyran.com
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d. Enter list of clients - machines to scrape metrics from

(:G Setup - CAMIO Menitoring Server 1.0.0-rc.1 — X

Monitored CAMIO Clients
Enter addresse(s) of CAMIO machines with installed the monitoring dient
separated by comma or new line.

i.  Without proxy - leave Use Proxy box empty and enter list of target
addresses - machines need to be reachable from monitoring server on
port 9182

(C‘ Setup - CAMIO Monitering Server 1.0.0-rc.1 — *

Monitored CAMIO Clients
Enter addresse(s) of CAMIO machines with installed the monitaring dient
separated by comma or new line,

[:I Use Proxy

192.168.1] 134
192.168.1.135
192.168.1.137
192.168.1.131
192.168.3.157
192,168.3. 181
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ii.  With proxy - check the Use Proxy box and enter list of target identifiers
(currently we use ip addresses) - you can see the identifier during the
client installation (see step 2c in CAMIO Monitoring Client installation
section of the guide)

(C' Setup - CAMIO Monitoring Server 1.0.0-rc. =

Monitored CAMIO Clients

Enter addresse(s) of CAMIO machines with installed the monitoring dient
separated by comma or new line.

H Use Proxy

10.0.0.134
192,168, 1. 136
10.0.0.137
192,168.1.131
192,168.3. 157
192,168, 3. 1581

e. Enter list of email addresses that will receive email alerts:

(C' Setup - CAMIO Menitoring Server 1.0.0-rc.1 — X

Recipients of Notifications
Enter redpient(s) of email notifications separated by comma or new line.

devops @chyron. com|
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f.  Wait for installation to finish:

—
(f_'- Setup - CAMIO Monitoring Server 0,10 —

Completing the CAMIO Monitoring
Server Setup Wizard

Setup has finished instaling CAMIO Monitoring Server on your
computer.

Click Finish to exit Setup.

Fmnish

3. (optional) To check the configured target machines, you can open http:/localhost:9090 in
a browser to access Prometheus, then go to Status => Targets to view the machines.If
the targets are configured correctly Camio Monitoring Client is installed on all machines
and correct port is opened (either on client or server), then the state should be UP.

Q Prometheus

Targets
All scrape pools * Al Unhealthy ~ Collapse All

showless

Labels
instance="192.168.1.137:9182" _job="localhost"
instance="192.168.1.131:9182" _job="localhost"

instance="192.168.1.134:9182" _job="localhost"

lnstance="162.168.1.136:0182" job="localhost"
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http://localhost:9090

g Prometheus

Targets

All scrape pools ~ Al Unhealthy  Collapse All Q

Labels

instance="192.168.1.131:9182" _job="localhost™
instance="192.168.1.134:9182" _job="localhost"
instance="192.168.1.136:9182" _job~"localhost™

instance="192.168.1.137:9182" _job="localhost"

4. Open http://localhost:3000 in browser to access Grafana.

5. Login with username admin and password admin (credentials for default administrator
account).You will be asked to change the password.

~ afana

C @ O localhost3000/login

>/

Welcome to Grafana
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http://localhost:3000

25

Update your password

6. Find dashboards in Grafana’s installation directory (default location is C:\Program
Files\ChyromM\CAMIO Monitoring Server\grafana). There should be three files
a. Overview.json
b. Server_details.json
c. Server_historyjson

For each of the three files:
d. In Grafana go to Dashboards.
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e. Click on New => Import:

Dashboards

f. Upload the file:

¥ 43 import dashboard - Dazhbos +

Import dashboard

&

Upload dashbo:
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g. Click on Import:

v Import dachboard - D

Import dashboard

Options

cccccc

h. You should now have three dashboards:

Dashboards

> [ 88 Dashboards

Name
> O Default
83 Overview
83 Server Details

88 Server History
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Home > Dashboards

, I
e

2 Dashboards

Servers

UP UP

Services, App pools and Applications

up UpP UP

UP

Chyron_Media_Engine

UP

up

DOWN DOWN

wooss |JP

FileSync UP

Edit

© Last6hours v @ & Refresh

UP UP

DOWN DOWN

enorsessencerapont | J P

7. If you need to adjust the size of panels on any dashboards, click on Edit in the top right
corner, change size by dragging panels by their bottom right corner and save changes

by clicking on Save dashboard in top right corner.
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UpP UP UP UP UpP UP

UP UP

UP upP up up upP up
DOWN DOWN UP DOWN DOWN UP

UP upP up UpP upP up

8. (optional) To check configured alerts you can go to Alerting => Alert rules.

Alert rules

24 | CAMIO Monitoring V0.1

Chyron



9. (optional) To check configured email recipients go to Alerting => Contact points, find

Default Email and click on View.

v {co

yyyy

Contact points

Default Email Use:

© Email

grafana-default-email Used by

Contact points

Update contact point

> Optional Email settings

Notificati

+ Add contact po

Save contact point
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Adding target machines - without proxy

1. Open file C:\Program Files\Chyrom\CAMIO Monitoring
Server\Prometheus\prometheus.yml as Administrator in any text editor:

E prometheus.yml

File Edit View

global:
scrape_interval: 15s
evaluation_interval: 15s
scrape_timeout: 15s

scrape_configs:
- job_name: localhost
configs:

- source_labels: [ _ address__ ]
target_label: instance
regex: "([*:]+).*"
replacement: ‘${1}"

static_configs:
targets:
- 192.168.1. 19182
- 192.168.1. :9182
- 192.168.1. 19182
- 192.168.1.131:9182
- 1921 . :9182
- 192.1 158:9182

2. Under targets modify the list of client machines as needed (port is always 9182 and
needs to be included in the address). Note: only use spaces to indent the IP addresses.
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Using tabs may cause problems starting the service.

=] prometheus.yml

File Edit View

global:
scrape_interval: 15s
evaluation_interval: 15s

eg ([*
replacement :
static_configs:

targets:
192.168.1.134
192.168.1.136
192.168.1.137
192.168.1.131
192.1& 5

3. Save and close file.
4. Find Prometheus in Services and restart it:

Services - m} X
File Action View Help
&= 3 H O I 1
Services (Local) . Services (Local)
Prometheus Name Description Status Startup Type
2 Payments and NFC/SE Manager Manages payments and Near Field Communicat... Manual (Trig..
Ehe Senvice &, Peer Name Resolution Protocol Enables serverless peer name resolution over the.. Manual
wz:\::’ £, Peer Networking Grouping Enables multi-party communication using Peer-.. Manual
2, Peer Networking Identity Manager Provides identity services for the Peer Name Res.. Manual
4: PenService_48d81 Pen Service Manual (Trig
Description: 4 Performance Counter DLL Host Enables remote users and 64-bit processes to qu. Manual
Prometheus monitering service for . P 9
Chyron CAMIO & Performance Logs & Alerts Performance Logs and Alerts Collects performan. Manual
£ Phone Service Manages the telephony state on the device Manual (Trg..
& Plug and Play Enables a computer to recognize and adapt to h...  Running  Manual
24 PNRP Machine Name Publication Service This service publishes a machine name using the... Manual
£, Portable Device Enumerator Service Enforces group policy for removable mass-stora Manual (Trig...
) Power Manages power policy and power policy notifica... Running  Automatic
£, Print Spocler This service spools print jobs and handles interac... Running  Automatic
L4 Printer Extensions and Motifications This service opens custom printer dialog boxes a... Manual
S PrintWorkflow_48481 Provides support for Print Workflow applications... Manual (Trig..
£); Problem Reports Control Panel Support  This service provides support for viewing, sendin Manual
£l Program Compatibility Assistant Service  This service provides support for the Program C..  Running  Automatic (..
. Prometheus Prometheus monitoring service for Chyron CAM... Paused  Automatic
Vianua!
L) Radio Management Service Radio Management and Airplane Mode Service Running  Manual
&4 Recommended Troubleshooting Service  Enables automatic mitigation for known proble... Manual
L Remote Access Auto Connection Mana Creates a connection to a remote network when Manual
&, Remote Access Connection Manager Manages dial-up and virtual private network (VP... Running Manual
£ Remote Desktop Configuration Remote Desktop Configuration service (RDCS) is... Manual

Extended [ Standard /
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Adding target machines - without proxy
1. Open file C:\Program Files\Chyron\CAMIO Monitoring
Server\Prometheus\prometheus.yml as Administrator in any text editor:

prometheusyml X

gram Files

: clientl
: 18.8.8.134
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2. Modify the list of jobs under scrape_configs as needed - there is one job per client
machine, job_name needs to be unique and metrics_path needs to be set to client
identifier (see step 2c in CAMIO Monitoring Client installation section of the guide). The
relabel_configs and static_configs need to be the same for all jobs. Note: only use

29 | CAMIO Monitoring V0.1
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spaces for indentation. Using tabs may cause problems starting the service.

prometheus.yml X

gram Files

: clientl
: 16.6.6.134

client3
: 16.6.6.137

3. Save and close file.
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4. Find Prometheus in Services and restart it:

4 Services

File Action View Help

e mMEOCS Hem » o 0w

osenices(local) ([T senicesfloaa)

Prometheus

Stop the service
Baaumathe service
service

Description:

Chyron CAMIO

Prometheus monitoring service for

Name
G} Pay and NFC/SE

Description Status

{‘J‘ Peer Name Resolution Protocol
\‘.‘;J; Peer Networking Grouping
1), Peer Networking Identity Manager
{.‘); PenService 48481
1), Performance Counter DLL Host
Q; Performance Logs & Alerts
Q Phone Service
& Plug and Play
£ PNRP Machine Name Publication Service
15 Portable Device Enumerator Service
&), Power
;’.;1, Print Spooler
{."J‘ Printer Extensions and Notifications
{,'J( PrintWorkflow_48d81
18}, Problem Reports Control Panel Support
1), Program Compatibility Assistant Service
qume!heus
ual INCOWS AUdIO VIJEO EXpenence
' Radio Management Senvice
&), Recommended Troubleshooting Senvice
{,‘k Remote Access Auto Connection Mana...
16}, Remote Access Connection Manager
{.‘), Remote Desktop Configuration

pay and Near Field Communicat...
Enables serverless peer name resolution over the...
Enables multi-party communication using Peer-...
Provides identity services for the Peer Name Res...
Pen Service
Enables remote users and 64-bit processes to qu...
Performance Logs and Alerts Collects performan...
Manages the telephony state on the device
Enables a computer to recognize and adapt to h...  Running
This service publishes a machine name using the...
Enforces group policy for removable mass-stora...
Manages power policy and power policy notifica... Running
This service spools print jobs and handles interac... Running
This service opens custom printer dialog boxes a...
Provides support for Print Workflow applications...
This service provides support for viewing, sendin...
This service provides support for the Program C...  Running
Prometheus monitoring service for Chyron CAM...  Paused
INJOWS AUCIO VIDEC EXPENENCE (qWav...
Radio Management and Airplane Mode Service Running
Enables automatic mitigation for known proble...
Creates a connection to a remote network when...
Manages dial-up and virtual private network (VP... Running
Remote Desktop Configuration service (RDCS) is...

Startup Type
Manual (Trig...
Manual
Manual
Manual
Manual (Trig...
Manual
Manual
Manual (Trig...
Manual
Manual
Manual (Trig...
Automatic
Automatic
Manual
Manual (Trig...
Manual
Automatic (...
Automatic
anual
Manual
Manual
Manual
Manual
Manual

\ Extended [ Standard /

Adding notification email recipients

The provisioned resources created by installer can’t be edited in Grafana. To change the
recipients emails list you can edit file C:\Program Files\Chyron\CAMIO Monitoring
Server\grafana\conf\provisioning\alerting\contact_point.yaml. Open the file in a text editor as
Administrator, edit the addresses attribute value and save the file. Then go to Services and
restart Chyron CAMIO Monitoring Service. Afterwards you should see the new value in

Grafana as well.
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|=| contact_point.yaml|

File Edit View
apiVersion:
contactPo

- orgld: 1
Default Email
receivers:

- wid: contac
type: emal
settings:

address

Name :

use_chyron_emall_template

chyron.com, jana.zikova

Services (m] X
File Action View Help
&= | m 3 Hrol »mnw
Services (Local) Services (Local)
Grafana Name Description Status Startup Type
4 Encrypting File System (EFS) Provides the core file encryption technology use... Manual (Trig...
“:;:E::\cie L Enterpnse App Management Service Enables enterprise application management, Manual
4 L
start the service L Extensible Authentication Protocol The Extensible Authentication Protocol (EAP) ser... Manual
5 File History Service Protects user files from accidental loss by copyin... Manual (Trig...
4 Function Discovery Provider Host The FDPHOST service hosts the Function Discov... Manual
tion:
Descrip lcr! 2} Function Discovery Resource Publication  Publishes this computer and resources attached ... Manual (Trig..
Grafana by Grafana Labs 3
&5 GameDVR and Broadcast User Service_4... This user service is used for Game Recordings an... Manual
£k Gamelnput Service Enables keyboards, mice, gamepads, and other i... Manual (Trig...
£ Geolocation Service This service monitors the current location of the ... Running  Manual (Trig...

y Group Policy Client

y Human Interface Device Service
+: HV Host Service

&4 Hyper-V Data Exchange Service

& Hyper-V Guest Service Interface
Hyper-V Guest Shutdown Service
Hyper-V Heartbeat Service

Hyper-V PowerShell Direct Service

Hyper-V Time Synchronization Service

Extended / Standard /
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£ Google Chrome Elevation Service (Goog...
L Google Updater Internal Service (Google...
; Google Updater Service (GoogleUpdater...

£l Hyper-V Remote Desktop Virtualization ...

Provides encryption services and a secure way fo...
Keeps your Google software up to date. If this se...

Keeps your Google software up to date. If this se...

‘ana by Grafana Labs
FAPNICS PEMOIMANCE MONITOT SENVICe
The service is responsible for applying settings c.

Activates and maintains the use of hot buttons o...
Provides an interface for the Hyper-V hypervisor ...
Provides a mechanism to exchange data betwee...
Provides an interface for the Hyper-V host to int...
Provides a mechanism to shut down the operati...
Monitors the state of this virtual machine by rep...
Provides a mechanism to manage virtual machi...
Provides a platform for communication betwee...
Synchronizes the system time of this virtual mac...

Running

Running

Manual
Automatic

Automatic

Automatic
anual (Ing...
Automatic (T.
Manual (Trig..
Manual (Trig...
Manual (Trig..
Manual (Tng...
Manual (Trig...
Manual (Tng...
Manual (Trig...
Manual (Trig..
Manual (Trig...
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FAQs

If | don't have the SMTP details at the time of installation, how do | add

them later?

Go to:

C:\Program Files\Chyron\CAMIO Monitoring Server\grafana\conf

And update the SMTP section:

Unset

H#t##HHHHH AR SNTP / Emailing ###########H##HHHTHHHH

[smtp]
enabled = true
host = host

user = User

# If the password contains # or ; you have to wrap it with triple quotes.

Ex """#password;"""
password = password
cert_file =
key_file =

skip_verify = false

from_address = email address

from_name = Grafana
ehlo_identity =
startTLS_policy =

enable_tracing = false
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How do | add additional recipients to an alert?

See the section on Adding notification email recipients

How do I configure other notification types like Slack?

Can this be done?

Link to Grafana help

Can | install the CAMIO monitoring client on the same machine as the
monitoring server?

Yes. The monitoring server and client can both be installed on the same machine and the server then
becomes one of the machines that is monitored.

Can | modify the pre-installed dashboards?

In order to ensure CAMIO dashboards are functioning correctly, Chyron needs some basic
information to be sent from the pre-installed dashboards, alerts and notifications,so they must not
be changed.

Additional dashboards, alerts and notifications can be added as you see fit.

What elements of CAMIO are not included in the monitoring?

See Appendix A for what is monitored

What's the roadmap for the products?

This is not set in stone, but the goals of CAMIO monitoring are:

e Cover all aspects of the CAMIO ecosystem - include CAMIO apps, potentially PRIME, AXIS
etc as they relate to CAMIO

e Proactively warn of issues - at the moment, services are only monitored for being not
running. Extending that to not responding (but still appearing to be running) will allow
potential issues to be addressed sooner.
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What happens if the Monitoring server loses contact with a client data
collector?

Monitoring clients collect local metrics and publish them for the server to collect. They only
have the state at a given time, they don't keep any history.

If the server doesn't have access to client(s) to collect the metrics, then the metrics are not
collected and there's no way to get them later.

This disconnection between the server and client(s) should trigger an alert that the machine is
not reachable.

Can Chyron setup dashboards, alerts and notifications for me?

A default dashboard is included in the install which meets the goal of answering the question - Are all
of my CAMIOs running correctly?

Grafana is very well documented and highly configurable. The documentation can be found here and
has an Al helper whom you can ask questions of. We advise experimenting with additional
dashboards and notification types to suit your organisations needs. We do still want to hear what
problems you're solving with Grafana and will consider building-in common requirements into future
versions.

Will the dashboards data collection slow down the machines | install it on?

Answer needed - how does this sound

What version of CAMIO do | need to be running to install the CAMIO
dashboards?

CAMIO dashboards will work with any version of CAMIO 4 or 5. Some features e.g. the Amber status
of services will only be available from CAMIO 5.6 onwards.

Will CAMIO charge for the dashboards after the POC?

No. CAMIO dashboards are there to make your life easier and reduce the admin overhead of
managing the CAMIO ecosystem. As such we've come up with a simple yet extensible solution that
we encourage you to adapt to your own needs over time.
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Appendix A: List of monitored items

Insert from spreadsheet...

Item

Asset Management Service
Axis interface service
Cluster

Data Engine

Disaster Recovery Client
Disaster Recovery Service

Endpoint

External Render Service

File Distribution Service

File ingest Management Service

Job Scheduling Service
Licensing Service

Media Engine

MOS Management Service
Replication Service
Website backend service

FileSync Client
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Type

Windows Service
Windows Service
Windows Service
Windows Service
Windows App

Windows Service

Windows Service

Windows Service
Windows Service
Windows Service
Windows Service
Windows Service

Windows Service

Windows Service
Windows Service
Windows Service

Windows App

Product

CAMIO
CAMIO
CAMIO
CAMIO
CAMIO
CAMIO

CAMIO
CAMIO

CAMIO
CAMIO
CAMIO
CAMIO

CAMIO
CAMIO

CAMIO
CAMIO

FileSync

Supported in CAMIO
Monitoring Version

1.0
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FileSync Server Windows Service FileSync R-G

ISQ Service Windows App 1SQ R-G
ISQ Viewer Windows App 1SQ R-G
Monitoring Service CAMIO
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